Post-Quantum WireGuard
A Practical Implementation Guide

Peter Membrey and Timo Beyel

5th August 2025



Table of Contents

1. Executive Summary
2. Introduction
2.1. The Quantum Computing Challenge
2.2. WireGuard’s Elegant Constraints
2.3. Finding the Path Forward
3. Technical Background
3.1. Current Industry Approaches
3.2. The Standardization Landscape
3.3. Design Requirements
4. Architecture Overview
4.1. Core Design Principles
4.2. System Components
4.3. Security Benefits
4.4. Operational Benefits
5. Implementation Details
5.1. Client Workflow
5.2. Authentication Service Implementation
5.3. Configuration Service Implementation
5.4. Inter-Service Communication
6. Security Analysis
6.1. Threat Model
6.2. Cryptographic Security
6.3. Implementation Security
7. Performance Considerations
7.1. Connection Establishment
7.2. Steady-State Performance
7.3. Scalability
8. Deployment Guidance
8.1. Small Deployments
8.2. Medium Deployments
8.3. Large Deployments
8.4. Migration Strategy
9. Future Considerations
9.1. Protocol Evolution
9.2. Standardization Opportunities
9.3. Research Directions
10. Conclusion

© © 00 0 00 3 O O O O B b kDD DD

g S Sy
O U1 U1 U1 U1 R W W W W N NDNDDNR O O O



Chapter 1. Executive Summary

The emergence of quantum computing presents an immediate threat to VPN infrastructure
worldwide. While the timeline for cryptographically relevant quantum computers remains
uncertain, the "harvest now, decrypt later" attack model means that today’s encrypted traffic is
already at risk.

This paper presents a practical, deployable solution for any VPN provider to add post-quantum
security to WireGuard without modifying the protocol itself. This solution has been successfully
deployed across ExpressVPN’s global infrastructure, proving that quantum-safe WireGuard is not
only possible but practical for organizations of any size.

Our approach leverages WireGuard’s existing pre-shared key (PSK) mechanism, delivering these
keys over quantum-resistant channels using ML-KEM hybrid TLS 1.3. Through a carefully designed
split-service architecture, we achieve both quantum resistance and operational benefits, including
dynamic IP allocation and simplified key management.

At ExpressVPN, we are strong proponents of post-quantum safety. While we developed Lightway - a
better alternative to WireGuard that already includes hybrid post-quantum protection — we were
concerned that WireGuard deployments weren’t getting simple solutions well-suited to VPN
providers. This guide offers those who choose to use WireGuard a straightforward path to quantum
resistance. We don’t claim to offer the only solution, but rather a simple and robust option to
consider.



Chapter 2. Introduction

2.1. The Quantum Computing Challenge

The security of modern cryptographic systems rests on mathematical problems that classical
computers cannot efficiently solve. RSA encryption, elliptic curve cryptography, and Diffie-Hellman
key exchange all derive their strength from the computational difficulty of factoring large integers
or solving discrete logarithm problems. Quantum computers, leveraging the principles of quantum
mechanics, threaten to upend these assumptions entirely.

Shor’s algorithm demonstrates that a sufficiently large quantum computer can solve these
problems in polynomial time rather than exponential time. Current estimates suggest that a
quantum computer with approximately 20 million physical qubits could break RSA-2048 in roughly
eight hours—a task that would take classical computers billions of years. While today’s quantum
computers remain far from this scale, the trajectory is clear and accelerating.

For VPN services, this creates a particularly acute challenge. The very purpose of a VPN is to protect
sensitive communications from adversaries, yet the cryptographic foundations of this protection
are precisely what quantum computers will render obsolete. The "harvest now, decrypt later"
attack model compounds this urgency. Adversaries can collect encrypted traffic today and decrypt
it years later when quantum computers become available.

2.2. WireGuard’s Elegant Constraints

WireGuard represents a masterclass in protocol design through simplification. Where other VPN
protocols accumulated features and complexity over decades, WireGuard took the opposite
approach. Its entire implementation comprises approximately 4,000 lines of code—a fraction of
OpenVPN’s 100,000+ lines or IPsec’s sprawling complexity.

This simplicity stems from opinionated design choices: a fixed cryptographic suite with no
algorithm negotiation, no version compatibility layers, and no cryptographic agility. WireGuard
uses Curve25519 for key exchange, ChaCha20Poly1305 for authenticated encryption, BLAKE2s for
hashing, and HKDF for key derivation. These choices are excellent for security and auditability, but
create an interesting challenge when adding post-quantum protection.

Additionally, WireGuard assumes a static configuration model where public keys and IP addresses
are manually assigned and remain fixed. While this works well for personal VPN deployments,
commercial VPN services require dynamic user management, authentication mechanisms, and
privacy features that must be implemented outside the protocol.

2.3. Finding the Path Forward

Within WireGuard’s fixed design lies an elegant solution to the post-quantum challenge. The
protocol includes support for pre-shared keys, which are combined with the ECDH shared secret
during key derivation. This means that both components must be compromised to break the
encryption—a property we can leverage for quantum resistance.



The key insight is that while quantum computers excel at breaking the mathematical structures in
public-key cryptography, they provide no advantage against symmetric cryptography with
sufficient key length. A 256-bit randomly generated PSK remains secure against both classical and
quantum attacks. By ensuring this PSK is delivered over a quantum-resistant channel, we can
achieve post-quantum security without modifying WireGuard itself.



Chapter 3. Technical Background

3.1. Current Industry Approaches

The VPN industry’s response to the quantum threat has been fragmented, with only a few major
providers developing acceptable proprietary solutions. These integrations, however, remain
inaccessible to the broader ecosystem. Understanding these existing applications provides context
for our solution.

NordVPN’s NordLynx extends WireGuard with custom modifications for post-quantum security.
While technically sound, this approach requires significant infrastructure changes, custom client
applications, and deep protocol modifications. The proprietary nature of these changes prevents
other providers from adopting or learning from their implementation.

ProtonVPN integrated post-quantum algorithms into their custom protocol stack, effectively
abandoning WireGuard compatibility in favor of a ground-up redesign. This provides strong
security guarantees but requires a complete infrastructure overhaul that would be impractical for
providers with existing WireGuard deployments.

At ExpressVPN, we took a different path with our Lightway protocol, building in post-quantum
security from the foundation. This allowed us to elegantly integrate hybrid classical-quantum
cryptography without the constraints of retrofitting. Lightway comes with all the post-quantum
protections described here, representing what we believe is a better alternative to WireGuard.
However, we recognize that many providers have existing WireGuard deployments, which is why
we’re sharing this implementation approach.

3.2. The Standardization Landscape

NIST’s Post-Quantum Cryptography standardization process concluded in 2024 with the selection of
ML-KEM (formerly CRYSTALS-Kyber) as the primary key encapsulation mechanism. This provides a
solid cryptographic foundation, but translating these primitives into practical VPN deployments
remains a challenge.

The IETF has made progress on post-quantum TLS and IPsec, but WireGuard exists outside
traditional standards bodies. Its development process prioritizes simplicity and implementation
clarity over formal specifications. While this has yielded an exceptionally clean protocol, it also
means there’s no standardized path for post-quantum migration.

This gap leaves smaller VPN providers in a difficult position: attempt to develop custom solutions
without the necessary cryptographic expertise, or remain vulnerable to quantum attacks. Neither
option serves the interests of internet security.

3.3. Design Requirements

Any practical post-quantum solution for WireGuard must satisfy several requirements:

» Compatibility: Work with unmodified WireGuard implementations



Deployability: Integrate with existing infrastructure without major changes

Performance: Minimal impact on connection establishment and no impact on data transfer
Security: Provide genuine quantum resistance without weakening classical security
Operability: Support the dynamic user management required by commercial VPN services

Accessibility: Be implementable by engineering teams without deep cryptographic expertise



Chapter 4. Architecture Overview

4.1. Core Design Principles

Our architecture is built on the principle of separation of concerns, dividing the system into
components with clearly defined responsibilities and security boundaries. This approach provides
defense in depth while maintaining operational simplicity.

The key insight is that WireGuard configuration management and internet-facing authentication
serve fundamentally different purposes and face different threats. By separating these functions
into distinct services, we can optimize each for its specific requirements while minimizing the
attack surface. This separation follows the principle of least privilege—each component has only
the permissions necessary for its specific role.

4.2. System Components

The architecture consists of two primary services:

Authentication Service: This internet-facing service handles all external client connections. It
terminates TLS connections using ML-KEM hybrid cryptography, validates client credentials
through whatever method is appropriate (basic auth, token-based authentication, OAuth, etc.),
enforces rate limiting, and maintains privacy-preserving audit logs. Critically, it has no ability to
directly modify WireGuard configuration.

Configuration Service: This internal service manages WireGuard configuration, allocates IP
addresses, tracks peer lifecycles, and performs maintenance tasks. It accepts commands only
through a local communication channel from the authentication service, operating on the
assumption that only a valid authentication service can communicate with it.

The services communicate through a well-defined protocol over Unix domain sockets (preferred) or
localhost TCP. The communication design is intentionally simple—since we assume only a valid
authentication service can talk to the configuration service, we avoid unnecessary complexity
while maintaining clear separation of concerns.

4.3. Security Benefits
This separation provides multiple security advantages:
* Reduced Attack Surface: The configuration service has no network exposure, eliminating
entire classes of remote attacks
 Privilege Separation: Each service runs with the minimal required privileges
* Defense in Depth: Multiple security boundaries must be breached for full compromise
* Audit Trail: All configuration changes flow through a single, auditable channel

 Failure Isolation: Compromise of the authentication service doesn’t immediately compromise
the VPN infrastructure



4.4. Operational Benefits

Beyond security, the architecture provides significant operational advantages:

* Independent Scaling: The stateless authentication service scales horizontally while
configuration services remain tied to their WireGuard instances

* Language Flexibility: Services can be implemented in different languages, suited to their
requirements

* Gradual Deployment: Components can be deployed and tested independently

* Clear Interfaces: Well-defined service boundaries prevent architectural drift and simplify
maintenance

While it’s possible to implement this architecture with purely classical algorithms for initial testing
- still gaining the IP management and privacy benefits — we strongly encourage starting with
hybrid post-quantum cryptography from the beginning. The quantum threat is real today, and
there’s no benefit to delaying protection.



Chapter 5. Implementation Details

5.1. Client Workflow

From the client’s perspective, establishing a quantum-safe WireGuard connection follows a
straightforward process:

1. Key Generation: The client generates standard WireGuard keys using established tools—wg
genkey for the private key, wg pubkey for the public key, and wg genpsk for the pre-shared key.
These tools ensure compatibility with any WireGuard implementation. Any X25519 compatible
implementation can be used alternatively to generate the private and public key. A
cryptographically secure algorithm must be used to generate a random PSK.

2. Registration: The client connects to the authentication service over HTTPS, using TLS 1.3 with
hybrid key exchange. We use the highest level of ML-KEM available—preferably ML-KEM-1024
(Level 5 equivalent) for maximum security, though ML-KEM-768 (Level 3) is acceptable if Level
5 is not available. This provides post-quantum security for the registration process.

3. Key Exchange: The client sends its public key and PSK to the server, along with authentication
credentials. The authentication method is flexible—basic auth, bearer tokens, OAuth, or any
other method appropriate for the deployment. The private key never leaves the client device,
maintaining standard public-key security practices.

4. Configuration Receipt: The server responds with its public key, endpoint address, and the
client’s allocated internal IP address.

5. WireGuard Setup: The client configures WireGuard with the received parameters and
establishes the VPN connection normally.

5.2. Authentication Service Implementation

The authentication service must handle potentially hostile internet traffic while maintaining high
performance and availability. Key implementation considerations include:

TLS Configuration: The service uses TLS 1.3 exclusively with carefully selected cipher suites. The
primary suite combines AES-256-GCM with ML-KEM-1024/X25519 hybrid key exchange (or ML-
KEM-768/X25519 if Level 5 is unavailable), providing both classical and quantum security. Classical-
only suites may be included for transition periods, but should be monitored and phased out.

Authentication Flexibility: The service can implement any authentication method appropriate for
the deployment: basic authentication for simplicity, token-based systems for scalability, or OAuth
for enterprise integration. The architecture doesn’t prescribe a specific method, allowing operators
to choose based on their requirements.

Rate Limiting: Protection against abuse requires sophisticated rate limiting. Beyond simple per-IP
limits, the service should implement adaptive rate limiting that responds to attack patterns,
geographic anomalies, and credential stuffing attempts.

Input Validation: All client inputs must be validated before processing or forwarding. This
includes cryptographic validation of public keys, format verification of PSKs, and sanity checking of



all parameters.

Privacy-Preserving Audit Logging: While audit logging is essential for abuse prevention and
operational debugging, it must be implemented with privacy in mind. Log only what’s necessary for
security and operations, anonymize where possible, and implement appropriate retention policies.
Consider techniques like hashing identifiers and aggregating statistics rather than logging raw data.

5.3. Configuration Service Implementation

The configuration service manages the critical task of WireGuard configuration with a focus on
reliability and correctness:

IP Pool Management: The service maintains a pool of available IP addresses, implementing a least-
recently-used (LRU) allocation algorithm. When a client disconnects, their IP enters a quarantine
period of several days to weeks before being available for reallocation. This prevents correlation
attacks based on IP reuse patterns.

Atomic Updates: All WireGuard configuration changes must be atomic; either fully applied or not
at all. This prevents inconsistent states that could disrupt existing connections or create security
vulnerabilities.

Lifecycle Management: The service monitors WireGuard handshake times to identify inactive
peers. After a configurable timeout (typically 6 hours), inactive peers are removed and their
resources reclaimed. This process must handle edge cases like peers that reconnect during cleanup.

Health Monitoring: Regular health checks ensure the service remains responsive and WireGuard
remains properly configured. This includes verifying configuration consistency, monitoring
resource usage, and detecting anomalous patterns.

5.4. Inter-Service Communication

The protocol between services is intentionally simple, reflecting our security model:

Trust Model: The configuration service assumes that only a valid authentication service can
communicate with it. This is enforced through network isolation (Unix domain sockets) or localhost
binding, not through complex authentication protocols.

Message Format: Using CBOR provides efficient binary encoding with strong typing. Each message
includes essential fields for correlation and debugging, but avoids unnecessary complexity.

Error Handling: The protocol follows fail-closed principles; any error results in rejection rather
than degraded security. Parse errors, validation failures, or unexpected messages terminate the
connection immediately.

Operational Messages: Beyond peer registration, the protocol supports operational needs,
including health checks, statistics gathering, and controlled shutdown procedures.



Chapter 6. Security Analysis

6.1. Threat Model

Our security analysis considers multiple threat actors with varying capabilities:

Nation-State Adversaries: Assume access to significant computational resources, potentially
including early quantum computers. Capable of passive traffic collection and limited active attacks.
Primary defense is cryptographic strength and protocol correctness.

Cybercriminals: Motivated by financial gain, targeting VPN infrastructure for data theft or service
disruption. Primary defenses include rate limiting, input validation, and monitoring.

Insider Threats: Malicious or compromised administrators with legitimate access. Primary defense
is privilege separation and audit logging.

Opportunistic Attackers: Automated scanning and exploitation attempts. Primary defenses
include minimal attack surface and secure defaults.

6.2. Cryptographic Security
The quantum resistance of our system derives from the combination of two factors:

PSK Security: A 256-bit randomly generated PSK provides information-theoretic security against
brute force attacks. Quantum computers provide no advantage over classical computers for this
task as both would require approximately 24128 operations on average.

ML-KEM Protection: The PSK is transmitted over a channel protected by ML-KEM, with Level 5
(ML-KEM-1024) preferred for maximum security or Level 3 (ML-KEM-768) as an acceptable
alternative. The security is based on the Module Learning With Errors problem, believed to be hard
for both classical and quantum computers.

Hybrid Security: Using ML-KEM in hybrid mode with X25519 ensures security even if either
algorithm is broken independently. This hedges against both classical and quantum threats.
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6.3. Implementation Security

Beyond cryptographic security, implementation details determine real-world security properties:

Service Isolation: The authentication service runs with minimal privileges, unable to read or
modify WireGuard configuration. Even a complete compromise limits the attacker to denial of
service.

Defense in Depth: Multiple security boundaries must be breached for full system compromise. An
attacker must compromise the authentication service, break the inter-service communication, and
bypass configuration service validation.

Privacy-Preserving Audit Trail: All security-relevant operations generate audit logs designed with
privacy in mind, enabling detection of attacks and forensic analysis without compromising user
privacy.

11



Chapter 7. Performance Considerations

7.1. Connection Establishment

The primary performance impact occurs during connection establishment:

TLS Handshake: ML-KEM adds approximately 13-15 milliseconds to the TLS handshake
compared to classical ECDH alone

» Registration Processing: Service processing adds 1-2 milliseconds
» Configuration Update: WireGuard configuration updates complete in under 5 milliseconds

» Total Overhead: Approximately 15-20 milliseconds added to connection establishment

This overhead occurs once per connection and represents a negligible impact on user experience
while providing quantum resistance.

7.2. Steady-State Performance

After connection establishment, performance is identical to standard WireGuard:

Throughput: No impact—the PSK becomes part of normal WireGuard key derivation

* Latency: No additional latency beyond standard WireGuard

CPU Usage: No additional CPU usage during data transfer

* Memory: Minimal memory overhead for service operation

7.3. Scalability

The architecture scales naturally with load:

* Authentication Service: Stateless design enables horizontal scaling behind load balancers

» Configuration Service: Scales with WireGuard instances (one service per instance)

IP Pool: A /16 subnet provides 65,534 usable addresses per WireGuard instance

* Connection Rate: Tested to 100+ connections per second per authentication server

12



Chapter 8. Deployment Guidance

8.1. Small Deployments

For organizations with fewer than 1,000 concurrent users, we recommend pairing the
authentication and configuration services on the same machine for additional protection:

¢ Run both services on the same server

* Use Unix domain sockets for inter-service communication

» Allocate a /20 subnet (4,094 addresses) for comfortable headroom

* Monitor IP pool utilization and connection patterns

8.2. Medium Deployments

Organizations with 1,000-50,000 users benefit from service separation while maintaining the
pairing model:

* Deploy multiple server pairs, each running both services

* Use load balancing across authentication services

* Implement geographic distribution for improved latency

Centralized logging and monitoring

8.3. Large Deployments

Enterprise deployments requiring maximum scale can separate services across machines:

Dedicated authentication server clusters
 Configuration services on each WireGuard server

* Geographic presence in multiple regions

Anycast IPs for automatic routing

Dedicated monitoring and security operations

* Regular capacity planning and optimization

13



8.4. Migration Strategy

For existing WireGuard deployments, migration can be gradual:

Phase 1: Deploy infrastructure alongside existing systems. Test with internal users to validate
operations.

Phase 2: Offer quantum-safe connections as an option. Monitor adoption and performance metrics.

Phase 3: Make quantum-safe connections the default. Maintain classical connections for
compatibility.

Phase 4: Deprecate classical connections after a sufficient transition period.

14



Chapter 9. Future Considerations

9.1. Protocol Evolution

WireGuard will eventually incorporate native post-quantum support. Our architecture provides
immediate protection while remaining compatible with future protocol versions. When native
support arrives, the same service architecture can manage the updated protocol.

9.2. Standardization Opportunities
As more providers implement similar architectures, opportunities for standardization emerge:

* Common APIs for key registration
» Standardized message formats
» Shared implementation libraries

* Security best practices

9.3. Research Directions

Several areas warrant further research:

* Optimal IP pool management algorithms
* Post-quantum metadata protection
» Performance optimization techniques

» Formal security verification

15



Chapter 10. Conclusion

The quantum threat to VPN infrastructure is real and immediate. The "harvest now, decrypt later"
attack model means that every day without post-quantum protection is another day of accumulated
risk. While quantum computers capable of breaking current cryptography may be years away, the
traffic collected today will remain vulnerable when that day arrives.

This paper demonstrates that post-quantum WireGuard is achievable today using proven
technologies and sound engineering principles. By leveraging WireGuard’s existing PSK mechanism
and protecting it with quantum-safe channels, we achieve immediate quantum resistance without
sacrificing the simplicity and performance that make WireGuard exceptional.

The split-service architecture we’ve presented provides defense in depth while maintaining
operational simplicity. It scales from small deployments to global infrastructure, adapts to diverse
operational requirements, and most importantly, can be implemented by any competent
engineering team.This guide provides those providers with a simple and robust option to achieve
quantum safety without abandoning their existing deployments.

The path forward is clear. VPN providers must choose between implementing post-quantum
security now using available technologies or accepting the risk of catastrophic retroactive
decryption of user traffic. This guide provides one blueprint for making the right choice—not the
only solution, but a practical one that works today.

Time to dig into the implementation and make your VPN quantum-safe. The clock is ticking, and
your users are counting on you.
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